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Data Protection & Confidentiality Policy 
 
 
Purpose 
 
This policy outlines how SEND Allies Shropshire CIC collects, stores, uses, and protects personal 
data. It ensures compliance with the UK General Data Protection Regulation (UK GDPR) and the 
Data Protection Act 2018, while honouring our commitment to emotional safety, transparency, and 
trust. 
 
Scope 
 
This policy applies to all staff, volunteers, contractors, and collaborators who access or process 
personal data on behalf of SEND Allies Shropshire CIC. 
 
Our Principles 
 
We are guided by: 
 
• Respect for Privacy: We treat all personal data with care and discretion. 
• Emotional Safety: We protect lived experience and sensitive disclosures from misuse or 
retraumatisation. 
• Transparency: We communicate clearly about how data is used and stored. 
• Accountability: We uphold legal duties and ethical responsibilities in all data handling. 
 
 
What We Collect 
 
We may collect and process: 
 
• Contact details (e.g. name, email, phone) 
• Demographic information (e.g. age, SEND status) 
• Case notes, lived experience, or safeguarding concerns 
• Professional affiliations or roles 
• Communications and feedback 
• Consent records 
 
 
We only collect what is necessary, relevant, and proportionate to our work. 
 
How We Protect Data 
 
We commit to: 
 
• Secure digital storage with password protection and access controls 
• Limited access based on role and necessity 
• Regular review and deletion of outdated or unnecessary data 
• Encryption and anonymisation where appropriate 
• Physical records stored securely and disposed of responsibly 



 

 
 
Sharing & Disclosure 
 
We do not share personal data without informed consent, unless: 
 
• Required by law or safeguarding duty 
• Necessary to protect someone from serious harm 
• Explicitly agreed for collaborative support or referrals 
 
 
Any sharing is documented and justified. 
 
Confidentiality 
 
All staff and volunteers must: 
 
• Sign a confidentiality agreement 
• Avoid discussing sensitive information outside appropriate settings 
• Refrain from using identifiable details in public forums or communications 
• Seek guidance if unsure about disclosure boundaries 
 
 
Breaches of confidentiality will be taken seriously and may result in removal from role or further 
action. 
 
Consent & Rights 
 
We ensure individuals: 
 
• Understand what data we collect and why 
• Can withdraw consent at any time 
• Have the right to access, correct, or delete their data 
• Are informed of their rights under UK GDPR 
 
 
Data Retention 
 
We retain data only as long as necessary: 
 
• Casework: up to 6 years unless safeguarding requires longer 
• Volunteer/staff records: up to 6 years post-engagement 
• Mailing lists: until consent is withdrawn 
 
 
We review retention annually and securely dispose of expired records. 
 
Breach Management 
 
In the event of a data breach, we will: 
 
• Notify affected individuals promptly 
• Report to the Information Commissioner’s Office (ICO) if required 
• Review and strengthen our systems to prevent recurrence 
 
 
Contact 



 

 
 
 
 
 
 
 
 
For questions, concerns, or data requests, contact: 
Data Protection Lead: 
Rachel Noel 
SEND Allies Shropshire CIC: 16710253 
 
 
 


